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CTAHOBHUE

ot pou. a-p [lasen CrosHos [letpoB, MkOHOMHYECKH YHUBEPCUTET -
Bapna, ¢akynrer "Undopmatika", karegpa "Mudopmaruka"

Ha JuceprauMoHHus Tpya Ha Baaaucaas Baaaumupos Bacuaes,
Ha Tema "¥Ynpasiaenne Ha HHPOPMAUHOHHATA CHTYPHOCT H
KOH(HACHIHATHOCTTA B 3/IPABHUTE 3aBe1eHHA",
npejacTaBeH 3a npujaoduBaHe Ha oOpazoBaTesiHa u HayyHa
cTeneH “0KTop™ no Hay4Ha cneuuantoct .l Ipunoxkenue na

H3YHMCIMTEeIHATA TeXHHMKA B MKOHOMHKaTa'™

CraHoBulLeTO € pa3paboTeHO BB3 OCHOBA HAa 3aKOH 3a Pa3BUTHETO HA
akajgemMuyHus cberaB B Penybauka bwirapus, [lpaBunHMk 3a npuiaraHe Ha
3akoHa 3a pasBUTHETO HA akajleMuuHus cbetaB B PenyOsnmka Bwiarapus,
IpaBunnuk na CA | JI. A. Llenos” — CBuuioB 3a npuaaraHe Ha 3akoHa 3a
pa3BUTHETO Ha akaJeMuyHus cbctaB B Penybnuka bwbnrapus, 3anoBen Ha

Pextopa Ha CA—CauuioB Ne 216/29.04.2021 u Pewenue Ha HayuHoTo xypHu.

O6mo npejicraBsine Ha HCEPTAUHOHHHA TPY/L

Juceprannonsust Tpy € B 0011 odem ot 175 cTpaHULM U B CTPYKTYPHO
OTHOILIEHHE Ce ChCTOM OT YBOJ, TPH IV1aBH, 3aKiouenue, oubauorpadus ot 161
u3TouHuka. Bxmouenu ca 23 durypu u 14 tabnuum.

B VBoaa e obocHoBaHa akTyaqHOCTTa M 3HAYHMMOCTTa Ha Temara Ha
JAUCEPTALHOHHUA TPYJ, MPeACTaBeHH ca O0eKT M npeaMeT Ha W3ClelBaHeTo -
HH(pOpMaLMOHHATA CHIYPHOCT Ha 3ApaBHHUTEe 3aBefeHust B bbarapus,
rapaHTHpala TAXHOTO  0e30macHo  (YHKUMOHMPAHE M W3IIbJIHEHHE Ha

JIEHHOCTHTE oe3 IPEKbCBAHE. anJJ,C'l'aBCHH ca H3cjienoBareiickara Tesa, uejl Hu
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3ajaud Ha wu3cneaBaHeTo. OnucaHa € METOAONOrHATa M OrPaHUYHTENIHHUTE
YCIIOBMS, CTECHSABAILN 00XBATa HA HAYYHOTO H3CJIE/IBAHE.

B IlspBa riasa ca npejcraBeHu U3CIeBaHUs, CBbP3aHH ¢ npodiemMuTe 3a
MHPOPMALMOHHATA  CHIYPHOCT B 3JApaBHUTE 3aBeJiCHMsA: MOAXOAH 3a
M3rpaklaHe Ha apXMTeKTypa 3a HMH(OpPMalMOHHA CHTYPHOCT, Oa3upaHM Ha
YTBBbPASHH cTaHaapTu Ha opranusauuu karo COBIT, BS, ISO, NIST u ap.;
OLlEHKAa W  yOpaBlIeHHE Ha  pHcKa, crneuupuuHH  ocoOeHOCTH  Ha
HHQOpMalIMOHHATA CUTYPHOCT B  3/paBHUTE 3aBeJICHUs; TEHJEHUHH B
ocHUrypsiBaHeTo Ha uHdopmanmontara curypaoct. Bss Bropa riaBa e HanpaseH
aHaJiM3  HA  NpaBHU, TEXHOJIOTMYHM M MKOHOMMYECKM  acrnekTH Ha
MH(OPMALMOHHATA CUTYPHOCT B 3/IPaBHUTE 3aBeACHMS: MOJIMUTHKHU, CTAHAAPTH U
NpoLeaypH, peryiupaiid HH(OpPMalHOHHATA CUTYPHOCT; CPAaBHEHHE MEXIY
TEXHOIOTHUTE, OCUTYpsBallH 3aimura Ha uHpopmaumsata; SWOT ananuz Ha
u3noa3BaHuTe TexHonoruu. B Tpeta rnasa ce pasriexaar BbIIPOCH, CBbP3aHU
CbC CbCTOSIHMETO Ha WHG(OpPMALMOHHATA CHTYPHOCT B 3/lpaBeora3BaHeTo -
HopmaTHBHa 0asa, periiameHTHpaula MHhopMalMOHHATa CUI'YPHOCT B CeKTopa
Ha 3]paBeornasBaHeTo B bbarapus W CBeTa; TEKYN0 CbCTOSHUE Ha
UHpOpMAHOHHATA CHIYPHOCT Ha JeveOHHTe 3aBeleHus B boarapus;
KOHUENTyajleH Mozaen 3a uH(opMauuoHHa curypHoct Ha MBAJL. B

3aKJIFOYESHHETO € HamnpaBeHO 00001IeHHE Ha PE3YITATUTE OT H3CICABaHHUATA.

Dopma H ChAbPKAHHE HA THCEPTALHOHHHS TPYA

PazpaboTBanusaT B McepTallMOHHUS TPY Npo0JieM e ¢ BUCOKA CTeNeH Ha
aKTYaJIHOCT - 3arjaxuTe KbM HH(MOPMAUMOHHATA CHTYPHOCT, B YACTHOCT H KbM
3paBHUTE 3aBeleHUs B bbarapus, nocTosHHO ce yBenuyaBaT. ToBa Hamara Ja
ce H3ciaelBaT, ThPCAT U NMpeanaraT HOBH MEPKH B HOPMATHBEH, TEXHOJIOTHYEH U
OpraHH3alHOHEH acneKT, KOUTO e(PeKTHBHO J1a MPOTUBO/CHCTBAT Ha 3aIUIaxuTe.
Ot T1asu riaeaHa TouKa, NOBUIIABAHETO HA HUBOTO HA 3alllMTa UMa TOJSIMO
NPakTHYECKO 3HauYeHue, ThH KaTo B JieyeOHMTe 3aBefieHUst ce cpOMpar,
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CbhXpaHsaBaT U 00paboTBaT roJIMO KOJUYECTBO JTHYHH JaHHH.

ABTOpPBT JIGMOHCTPHpa 3a/bi1004YeHO [103HaBaHEe Ha ChCTOSHHETO Ha
npobGjemMuTe M0 TemMara Ha juceprauusrta. M3nonssan e HayueH CTWI Ha
uinokenue. OOSMBT M W3NOM3BAHUAT MHCTPYMEHTAPHYM C€a MOAXOSIIN.
ABTOPBT uMa 5 nyOaukauuu no temara - | ctyaums, | cratus u 3 noknana,
nybnukyBanu B bbarapus u qyxOuHa.

ABropedepaTsT € B 0o0eM 36 CTp. M OTpaszsBa B CHHTE3WpaH BHI

CbABPKAHUETO HA AUCCPTAHOHHNA TPYI.

Hay4ns H HaYy4HO-NIPHJIOKHH NPHHOCH HA IHCEPTALHOHHHUS TPYA

ABTOPBT npeteHaupa 3a o010 5 npuHOCca ¢ TeOpPEeTUYHATA U NpaKTHYeCKa
3HayuMocT. Ypes npuHocu | M 5 ce oborarsBaT ChUIECTBYBALLHWTE 3HAHUSA, ThI
Kato € M3BbPIIEH aHaiu3 M ca HalenszaHW npoOieMuTe mpen
MH(QOPMALIMOHHATA CUTYPHOCT B 3/IpaBHUTE 3aBEJACHHMS M B Ta3d BpbB3Ka €
NpeUIOKeH KOHUenTyalneH mozen 3a uHdopmatmonsa curyptoct va MBAJL,
cboOpazeH ¢ Obarapckure yciosusi. llpunocn 3 u 4 ceuto oborarssar
CBIIECTBYBALIMTE 3HAHMSA 4Ype3 HanpaBeHHs 0030p HaA TEXHOJOTMMUTE 3a
OCBLIECTBSABAHE HA 3alIMTa Ha MH(OpPMALMOHHATA CHCTEMa M MPOY4YBAHETO 3a
TEKYIIOTO CbCTOsSHHE Ha MHpopMalHoHHaTa curypHoctT Ha MBAJI B Bearapus.
[lo Moe MHeHMe pe3ynTaTHTe OT W3C/IeJBaHUATA Ca 3HAYHUMH U MpPeICTaBIsABAT
Hay4eH MHTepec. |

Ilpunoc 2 He e Gpopmynupan J1I0cTarb4HO TOUYHO, Thil KATO U3CIeABAHUATA
ca HAaCOYEHH OCHOBHO BbPXY 3/IpaBHUTE 3aBeJEHHMS B HAllata cTpaHa, a He B

riodanen Maao.

Bounpocu no auceprauHoHHust TPy, 0e/IeKKH H NPenopbKH
JucepTauMOHHUAT TPyL pasriexia v peaula IPHIOKHH BBIPOCH,
CBBbP3aHU ¢ MH(POpMALMOHHATA CUI'YPHOCT, U B Ta3W BPb3KAa UMaMm CJIe/IHUS

BBIIPOC:



I. KakbB npotokon 3a curypHoct - SSL wnu TLS e npenoppuntento aa
ce u3nosi3ea B kKomOuHauus ¢ SSL ceprudmkar ot 31paBHHTE 3aBeiCHUSN?

E/iMH 0T nmoJI0KHTEIHHTe MOMEHTH Ha JIMCePTALMOHHUS TpyJ €, 4e
BCAKA [J1aBa 3aBbpluBa ¢ o00OmIeHUss U W3BOJAM, KOMTO c¢a B pe3yjaTar Ha
NpeaxoKAalioTo H3TOKEHHE,

Morat 1a ce OTIpPaBAT U HAKOH KPHTHYHH 0C/IeKKH:

e Cnopen meH 3arnaBueTo Ha Tabn.2.7 He € TOYHO - TYK MO-CKOPO
CTaBa BBIIPOC HE TOJKOBA 32 CAMHUTE TEXHOJIOPMM, KOJIKOTO 3a
HAYUHHUTE HA TAXHOTO H3MOJI3BAHE.

e B Touka 3.2.2. 6u MorIo aa ce aajie no-nojpodHa uHpopmMarus 3a
M3MOA3BAHMTE OHNIAHH  WMHCTPYMEHTH - HampuMep Kbile ca
JOCTBIIHH 3a u3nons3BaHe. Toea € 0coOeHO MOJE3HO 3a HYKIUTE Ha
BepH(pHKaLMs HA Pe3yATAaTUTE OT HAy4YHHTE W3CIIeABAHUS.

e Jlobpe ©Ou Ouno Jja wuma HoOMepalMs Ha CTpaHUIUTE Ha
aBropedepara.

Hanpasenure KpuTHYHN O€I€KKH HE OKA3BAT BIUSHUE BbPXY KaueCTBOTO

A KOJIHYCCTBOTO HA NMOJYHYECHHUTE PE3VITAaTH H NPHHOCH.

Jakiouenue

OueHsiBaM TIONOKUTEAHO pa3paboTeHus AucepTraunoHeH TpyA. Cunram
ye Bnaaucnas Biaagumupos BacuieB e npejicTtaBull 3aBbpHICHO W3Cie/IBaHe,
KOoeTo 1o obem, CTPYKTYpa M Ch/bpKaHHe OTroBaps Ha W3HCKBAHMATA Ha
3PACPb u IHNI3PACPB., u npeanaram na HaydnoTto Kypu na jaage Ha
Bnagucnas Bnaaumupos BacuneB oOpa3zoBaTenHata M HayuyHa CTereH

“ZIOKTOp™.

Hara: 07.06.2021 r. Unen na xypuro:
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written by a member of a scientific jury: Pavel Petrov, University of Economics - Varna

OPINION

for obtaining an educational and scientific degree “Doctor™

in D. A. Tsenov Academy of Economics — Svishtov

Author of the dissertation: PhD student in a part-time form of study at the Department of Business
Informatics in the Academy of Economics, Svishtov - Vladislav Vladimirov Vasilev

Topic of the dissertation: INFORMATION SECURITY AND CONFIDENTIALITY MANAGEMENT
IN HEALTHCARE FACILITIES

I. General presentation of the dissertation:
1. Subject - information security and confidentiality management in healthcare facilities.

2. Volume - the dissertation is in a total volume of 175 pages and structurally consists of an introduction,
three chapters, conclusion, and bibliography of 161 sources. 23 figures and 14 tables are included.

3. Structure - classical structure - introduction. three chapters, conclusion, and bibliography of 161
sources.

4. Literature - bibliography of 161 sources.

5. Appendix - no extra information.

I1. Assessment of the form and content of the dissertation.

The problem developed in the dissertation is of a high degree of importance - the threats to information
security, in particular to health care facilities in Bulgaria, are constantly increasing. This requires
research, finding and proposal of new measures in regulatory, technological, and organizational aspects
that can effectively counter threats. From this point of view, raising the level of protection is of great
practical importance. as medical institutions collect. store, and process a large amount of personal data.

The author demonstrates a thorough knowledge of the state of the problems on the topic of the
dissertation. A scientific style of writing was used. The volume and tools used are appropriate. The author
has 5 publications on the topic - | study, | article and 3 reports published in Bulgaria and abroad.

The abstract is 36 pages long and reflects in a synthesized form the content of the dissertation.

The Introduction describes significance of the topic of the dissertation, presents the object and subject of
the study - the information security of health care institutions in Bulgaria, ensuring their safe operation
and performance of activities without interruption. The research thesis, goal and tasks of the research are
presented. The methodology and the restrictive conditions narrowing the scope of the scientific research
are described.

Chapter One presents research related to the problems of information security in healthcare facilities:
approaches to building an information security architecture based on established standards of
organizations such as COBIT, BS, ISO. NIST, etc.: risk assessment and management; specific features of
information security in healthcare facilities; trends in information security. Chapter Two provides an
analysis of the legal, technological, and economic aspects of information security in healthcare facilities:
policies, standards and procedures governing information security; comparison between technologies
providing information protection: SWOT analysis of the technologies used. The Third Chapter deals with



-

issues related to the state of information security in healthcare - a regulatory framework governing
information security in the healthcare sector in Bulgaria and the world: current state of the information
security of the medical establishments in Bulgaria: conceptual model for information security of MHAT.
The Conclusion summarizes the research results.

I11. Scientific and scientific-applied contributions of the dissertation.

The author claims a total of 5 contributions with theoretical and practical significance. Contributions 1
and S enrich the existing knowledge. as an analysis has been performed and the problems of information
security in health care facilities have been identified and, in this regard, a conceptual model for
information security of MHAT has been proposed, consistent with the Bulgarian conditions.
Contributions 3 and 4 also enrich the existing knowledge through the review of the technologies for the
implementation of information system protection and the study of the current state of information security
of the MHAT in Bulgaria. In my opinion, the results of the research are significant and of scientific
interest.

Contribution 2 is not formulated precisely enough, as the research is focused mainly on healthcare
facilities in our country, and not on a global scale.

IV. Questions and recommendations on the dissertation.

The dissertation deals with several applied issues related to information security, and in this regard, | have
the following question:

1. Which security protocol - SSL or TLS is recommended to be used in combination with an SSL
certificate from healthcare institutions?

One of the positive aspects of the dissertation is that each chapter ends with summaries and conclusions
that are the result of the previous presentation.

Some critical remarks can also be made:

« In my opinion, the title of Table 2.7 is not accurate - this is more about the technologies themselves than
the ways in which they are used.

« In point 3.2.2. more detailed information could be given about the tools used online - for example,
where they are available for use. This is especially useful for the needs of verification of research results.

« It would be good to have the numbering of the pages of the abstract.

The critical remarks made do not affect the quality and quantity of the results and contributions obtained.

V. Summarized evaluation of the dissertation and conclusion.

I believe that Viadislav Vladimirov Vasilev has presented a completed study. which in volume, structure
and content meets the requirements of ZRASRB and PPZRASRB. and | propose to the Scientific Jury to
give Vladislav Vladimirov Vasilev the educational and scientific degree "Doctor".
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